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ourvision We envision a world where each day is safer and more secure than the one
before.

w To be the cybersecurity partner of choice, protecting our digital way of life.
We've got the next-generation of cybersecurity innovation.
Accelerated digital transformation in an environment of elevated risk

Organizational Managing risk to ensure business continuity, employee engagement, brand

imperative for our

customers reputation, technological advancement and
overall ROI
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Palo Alto Networks Cybersecurity Academy:
Training the Next Generation of Cyber Warriors

Palo Alto Networks Cybersecurity Academy works with
degree-granting, nationally accredited secondary or
post-secondary academic institutions interested in teaching
our next-generation technology to their students. The
Cybersecurity Academy works with academic institutions
and instructors to prepare students for exciting careers in
the rapidly growing areas of cloud, network and

Infrastructure security.
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Palo Alto Networks Cyber Scholars: Scholarships

4

e Fourteen scholarships up to $10,000 ’
available \

e Applications close April 4, 2022

e Open to students enrolled in HBCUs in w
2022-23 school year, majoring in STEM or
Business 3

e Will also be offered a company
internship in Summer 2023 (must be
enrolled in an academic program in
2023-24 school year), a Palo Alto
Networks employee mentor, and
quarterly networking and resource
events throughout the academic year.

e |earn more about our commitment to
uplifting Black youth ages 5-25 on our
website.
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https://www.google.com/url?q=https://start.paloaltonetworks.com/cyber-stars.html&sa=D&source=editors&ust=1648831667527659&usg=AOvVaw3248WW8WDf4R6Zisf69umf
https://www.google.com/url?q=https://start.paloaltonetworks.com/cyber-stars.html&sa=D&source=editors&ust=1648831667528019&usg=AOvVaw0Ko4SwfAtArb35VJmvay8U

Current and Emerging Threats

Industrial
Ransomware Control System

Vulnerability

Attacks Exploitation
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Ehe New York Eimes Hackers Are Holding Baltimore Hostage:

How They Struck and What’s Next

May, 19 2019

Colonial Pipeline confirms it paid $4.4M
Gl'{‘igll‘edian ransom to hacker gang after attack

May 20, 2021

Acer reportedly targeted with $50
@\Iet million ransomware attack

March 22, 2021

SECUR”Y Bose victim of ransomware attack
May 26, 2021

© 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

3uur%§le-a%$;g?utiun Cost of City of Atlanta’s cyber

attack: $2.7 million — and rising
April 12, 2018

Meat Supplier IBS Is The Latest
Company Hit With Ransomware
Jun 2,2021

Ransomware attack hits Virginia

Legislature.
December 13, 2021

@let

Singtel hit by third-party vendors’
security breach
Feb 11,2021



Ransomware: Key Trends in 2021

UNIT g2

$2.1M $461K

average ransom average ransom
demand in 2021 paid in 2021

Ransomware
Threat Report

2021

$1IM $70M

highest ransom highest ransom
paid in 2021 demand in 2021

Quadruple Extortion on the Rise
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Unit 42: The Rise of Quadruple Extortion

[ Ransomware operators now commonly use as many as four techniques for pressuring victims into paying. ]

Encryption Data Theft Denial of Service Harassment
Victims pay to regain Hackers threatento  DoS attacks shut down  Customers, business
access to encrypted release stolen data if victim'’s public partners, employees
data ransom is unpaid websites and media contacted

Extortion Payments Hit New Records as Ransomware Crisis Intensifies



https://www.google.com/url?q=https://www.paloaltonetworks.com/blog/2021/08/ransomware-crisis/?utm_source%3Dfeedburner%26utm_medium%3Dfeed%26utm_campaign%3DFeed%253A%2BPaloAltoNetworks%2B%2528Palo%2BAlto%2BNetworks%2BResearch%2BCenter%2529&sa=D&source=editors&ust=1648831676404604&usg=AOvVaw2rzUqaWa0SWbGV70F8GlGs

Colonial Pipeline

What Happened MAY 2021:

1.

Gained access through
compromised VPN credentials

Exfiltrated ~100GB of data
before encrypting some
business systems

Company shut down 5500
miles of pipeline as a
precautionary measure

Company paid ~$4.4M ransom

DOJ Task Force recovered 85%
of bitcoin / ~$2.3m

Backup
server

1

Infect, exfiltrate
& encrypt victim
system

Demand ransom




Industrial Control Systems Attacks

Industrial control systems (ICS) are the physical
systems like pumps that underpin the functions of
critical infrastructure facilities like water, electricity,

even hospitals. Attacks against ICS can have a
kinetic impact in the real world.
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ICS Attacks Can Have Real World Impact

E IEEE BACKCHANNEL BUSINESS CULTURE GEAR 1IDEAS SCIENCE SECURITY

ENBERG SECURITY 82.88.2821 B86:54 PM

A Hacker Tried to Poison a Florida City's Water Supply, Officials Say

The attacker upped sodium hydroxide levels in the Oldsmar, Florida, water supply to extremely dangerous levels.

The cursor began clicking through the water treatment plant!
hydroxide. PHOTOGRAPH: GETTY IMAGES




Rising Threat Against Infrastructure

Tech Policy

In the wake of the Ukraine invasion, Russia’s
cyberattacks could go global

National security experts warned Thursday of retaliatory cyberattacks in response to Western sanctions against Russia,
as well as spillover effects from attacks targeting Ukraine

() Listen to article 5min

By Cat Zakrzewski and Joseph Menn

February 24,2022 | Updated February 24, 2022 at 6:40 p.m. EST

dunQbradstreet

The powerhouse
potential of a

unified revenue
team

Get the Report

(Ethan Swope/Bloomberg News}

=

As President Biden announced new sanctions against Russia following
its invasion of Ukraine, national security experts expressed concerns
about retaliatory cyberattacks on the United States and its allies, as well
as targeted cyberattacks on Ukraine so forceful they spill beyond the

nation’s borders.
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Exploitation of Known or Unknown Vulnerabilities
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Knowhn
Vulnerabilities

KNOWN EXPLOITED VULNERABILITIES CATALOG

Download CSV version

Download JSON version

Download JSON schema

Subscribe to the Known Exploited Vulnerabilities Catalog Update Bulletin

Back to previous page for background on known exploited vulnerabilities

Date
Added to

CVE Vendor/Project  Product Vulnerability Name Catalog Short Description Action Due Date Notes
CVE-  Google Chromium V8 Google Cl iumV8 D b Google Cl ium V8 Engine contains a use-after-free vulnerability which can allow a Apply December
2021- Engine Use-After- 15,2021 remote attacker to execute arbitrary code on the target system. updates per 29,2021
4102 Free Vulnerability vendor

instructions.
CVE-  Microsoft Windows AppX Microsoft Windows December  Microsoft Windows AppX Installer contains a spoofing vulnerability which has a high impacts ~ Apply December
2021- Installer AppX Installer 15,2021 toc iality, integrity, and availabilif updates per 29,2021
43890 Spoofing vendor

Vulnerability instructions.

CVE-  FuelCMS Fuel CMS SQL December  FUEL CMS 1.4.7 allows SQL Injection via the col parameter to /pages/items, Apply June 10,
2020- Injection 10,2021 / issions/| /i updates per 2022
17463 Vulnerability vendor

instructions.
CVE-  Apache Solr Apache Solr December  The optional Apache Solr module DatalmportHandler contains a code injection Apply June 10,
2019- DatalmportHandler 10,2021 vulnerability. updates per 2022
0193 Code Injection vendor

Vulnerability instructions.

CVE-  MongoDB mongo-express MongoDB mongo- D b go-express before 0.54.0 is vul ble to Remote Code Execution via endpoints that Apply June 10,
2019- express Remote 10,2021 uses the "toBSON" method. updates per 2022
10758 Code Execution vendor

instructions.
CVE- bedthi head bedthi: head D b bedthi head before 3.6.5 allows remote code execution if CGl is enabled and a CGI Apply June 10,

2017- Remote Code 10,2021 program is dynamically linked. updates per 2022




@he Washington Post

Democracy Dies in Darkness

The Cybersecurity 202 - Analysis

Chinese hackers breached six
state governments, researchers
say

- By Joseph Marks
‘ with research by Aaron Schaffer

March 8, 2022 at 10:02 a.m. EST

& W O

Welcome to The Cybersecurity 202! In case you missed it, the
International Cat Federation is among the groups banning Russian
participants. It's like an “iron kitten” has descended across the sport.

Happening now: Cyberattacks in Russia, Ukraine and elsewhere are
likely to play a big role in the House Intelligence Committee’s worldwide
threats hearing starting now. It’s the first major congressional threats

hearing since Russia invaded Ukraine last month. Check out live video

coverage from The Post here.
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Supply Chain Attacks

Supply chain attacks seek to damage an organization
by targeting less-secure elements in the supply chain.
It's a “low and slow” way for attackers to gain access
to organizations’ networks under the cover of a
trusted source.

021 Palo Alto Networks, Inc. All rights reserved. % paloalto‘“



SolarWinds Software Supply Chain Attack - Timeline

BN
Callouts
We Saw

2019 2021

8/6 9/12 /4 CS 4.0 2/3 3/26 6/4 6/25 10/5 11/6 12/8 12/15
Earliest Inject End Code Domain First SSL Code Removed | CS 4.1 PANW CS 4.2 FireEye Microsoft
Domain | Test Code Testing Infra Cert Available fromm SW Attempt Report Seizes

/4 2/20 6/22  7/20 Domain
Access Sunspot TT LastSSL
SW Deployed Infra Cert
9x SSL Certs
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Changing Threat Contexts



Growing Global Threats

Protect Against the Cyber Impact of the Russia-
Ukraine Crisis

Read the threatbrief —  Regi beiefing

Palo Alto Networks is closely monitoring developments in Ukraine

As of 2/25/2022, the following indicators have been identified

YA 230

Binaries IPs

How can you prepare?

There is no way to know for certain what shape an attack may take, but taking these steps will help provide broad protection against what we expect to come.

Prepare for ransomware and/or data destruction
Be prepared to respond quickly.
Lock down your network

4y paloalto



Hybrid Workforce Here to Stay

McKinsey Global Institute

The future of work atter COVID-19

February 18, 2021 | Report
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Cybersecurity Workforce Constraints

TechBeacon OURCONTRIBUTORS ~ ABOUT JRIMEE

App Dev & Testing Enterprise IT Security GUIDES CONFERENCES SUBSCRIBE Find articles, contributors or resources

Home / Security / Information Security
Dec 7,2021 When will supply meet demand?

700K more cybersecurity workers,
but still a talent shortage

» John P.Mello Jr.

Freelance writer

WANTED

For the second year in a row, the global shortage of cybersecurity workers has inM vl f] ()
eased, but it's still not time to celebrate, much less relax.

More on Information Security
The decline from 3.12 million to 2.72 million unfilled job openings was reported in

October by (ISC)?, the world's largest nonprofit association of certified ‘
cybersecurity professionals, in its annual Cybersecurity Workforce Study.

Fight burnout

3 reasons why no-code automation
is vital to security teams

by Eoin Hincky
However, the study shows that the cybersecurity workforce gap increased in every S ::f T
region in the world except the Asia-Pacific region. Even at that, Asia-Pacific still f‘d How to handle flaws in ubiquitous
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The right tools and solutions can counter threats
and maximize your scarce human resources:
Opportunities to Drive Innovation

e Comprehensive Visibility
e Relentless Automation
e Actionable Security

As you modernize so are the attackers.




Roadmap for the Future: Secure Access Service Edge (SASE)

“Digitalization, work from anywhere and cloud-based computing have accelerated
cloud-delivered SASE offerings to enable anywhere, anytime access from any device. Security
and risk management leaders should build a migration plan from legacy perimeter and
hardware-based offerings to a SASE model.” You can't just flip a switch to adopt SASE and
enable anywhere, anytime access from any device.

“The vast majority of enterprise SASE adoption will occur over several years, prioritizing areas
of greatest opportunity in terms of cost savings, eliminating complexity and redundant
vendors, and risk reduction through adoption of a zero-trust secure posture.” (Gartner, 2021)




A Unique Opportunity to Develop Unity of Effort:
State & Local Cybersecurity Grant Program

Cybersecurity and Infrastructure

Security Agency




Questions and Answers




